EKATEPNHBYPI

FOPO/], MOMOAEXKM LOYALHOCTDb

topugmyeckas K

PYKOBOACTBO O TOM, KAK HE CTATb YXEPTBOW MOLLUEHHMKOB

MHdhopmayumnsa nomMoXXeT BaMm pacrno3HaTb MOWEHHUYECKNE CXEMbl, 3alLUTUTb
cebsa, aTakXe obecneuynmTb 6e30NacHOCTb CBOMX CPeACcTB.

Mo paHHbIM CbHepbaHKa, yulepb ot TeneoHHOro moweHHmn4yectsa B 2024 roay
npesbicun 295 mnnnmnapanos pyoénen. 3Hasa meToibl MOLLIEHHUKOB, Bbl CMO>XETE
3allNTUTb cebsA N cBOX G/IN3KNX!

1.0CHOBHbIE BnaAbl MOLWEHHWNYECTBA
11 CXEMbI TEJIE®OHHOIO MOLWEHHUNYECTBA:

«baHK 3BOHUT>: MOLWEeHHUKN npeacTtaBfialTCcAa COTpyaAHMKaMU 6aHKa v noa npeasiorom
3alnTbl Balwnx cpeacTts npocaTt Haseatb CVV-koa (Tpu undpbl HA 06paTHON CTOPOHE
KapTbl), Naposib U3 CMC-CO06UWEeHNA UMW AaHHble ANA BXOoAa B OHNanH-6aHK.
3anomMmHuUTe: HacTosAwmMe COTPYyAHNKN baHKa HMKOorga He 3anpawmsatoT

TakKyr nHpopmayunto!

«PoacrtBeHHNK B 6ege>: Bam 3BOHAT 1 coobulalT, UTO Bawl 6/1M3KUIN

(cbiH, oo4b, BHYK) nonasn B ATIl, 3agep>XaH NoANLNEN U T.A., N CPOYHO

HY>XHbl A€HbIN. MOWEHHUKN AaBAT Ha aMounn, npucbinarT anbllmnBble
NOKYMEHTbI (NOCTAaHOB/MIEHMI O BO30OYXAEeHUN Aena,npoTOKO/IOB Aonpoca un 1.4.).
HemeanneHHO nono>knte TPYyOKY U CBAXKUTECHL C POACTBEHHUKOM HanpsAaAMyto.

«Bbl Bblrpasin npmn3s!>: Bam coobuatoT 0 Bbinrpbille LeHHOro npmnsa (aBTomoousb,
KBapTupa, KpynHas cymma fieHer), Ho Anda ero nosayvyeHnsa Heobxoammo

onnaTtuTb "AocTaBKy", "CTpaxoBKy" UMM KakKon-nnbéo apyrom B3HOC.

C BepoAaTHOCTbLIO 1009 Cc Bamin cBA3a/INCb MOLUEHHUNKWN,

He obuwanTecb C HUMU U MOJIOXKNTE TPYOKY.



L

opungnyeckas komnaHua

EKATEPNHBYPI
roPOO monoae>ku

«3BOHOK U3 MNOIMKTIMHUKN\OONMbHULbLI>>: [Toa BMAOM COTPyAHUKA perncrtpartypbl Unu
MeANLUMHCKOro paboTHMKa BaM MOTyT NMO3BOHWUTbL U, CCbl/1adACb Ha 3anNuUcCb Ha Npuem,
MOMPOCUTbL COOBLWUNTL HOMEP cTpaxoBoro nonunca nnn CHNJ/AC. C nomowbio HOMepa

BaLuero CHWJIC 3noyMbIW/TIEHHUKN MOTYT NOJTYYUTb A0CTYN K BalWleMy aKKayHTYy
B cucteme «l ocycnyrmn.

«3BOHOK 13 NOANUUNN>>: MOLWWEHHUKN NPEeACTaBAITCA COTPYAHUKAMMU
NnpaBoOOXpPaHUTEbHbIX OPraHoOB - CTapW UMM criegoBaTenamMmm, onepynosIHOMOYEHHbIMU
nnn gosHaBartenamu. OHM yTBepPXXAakT, UTO B OTHOLWIEHUN Bac NMPOBOANTCS NpoBepKa
NN BO30OYXAEHO YroJIoBHOE IE/NN0 N3-3a AKOObI NOA03PUTESNIbHbLIX NMEePeBOJOB C Ballen
KapTbl Ha 3apybeXkHble cueTa. na y6eantenbHOCTU OHU MOIyT Ha3BaTb KOHKPETHbI
PaMoHHbIN OoTAen NoNNUnnN, oTKya AKOObl 3BOHAT. HECMOTPSA Ha CEPbLE3HOCTb 3asAB/IEHUMN,
3/10yMbILWWIEHHUKW NpeanararT «yperyampoBatb BONPOC» ANCTAaHLMOHHO, Tpebys
nepeBoja aeHer, Uan npeagocrtaB/ieHNA KoHpuaeHUunanbHOM nHdopmaunin.

NMomMHUTE: HacTosAWMe COTPYAHUKN MOSINLN HUKOTAa He pellaroT NogooHble
BOMPOCHLI MO TesiedoHYy N He TPeObyIOT AeHer.

«[1pencraBmnTesib COTOBOIO oneparopa>»: MowWeHHUKN
3BOHAT, NpeAcTaBAAsaACb COTPYAHMKaAMM Ballero cCoOToBoro
onepartopa, 1 coobwarT 06 OKOHYaHUN CpoKa NENCTBUS
AOoroBopa Ha npepocrtaBneHune ycnyr ceasn. OHM NbiTaroTcA
ybeanTb Bac COOOWNTbL KOO N3 CMC-CO0bOLIeHNA,

AKOObI A1 TOro, YTo6blI MPOANNTL AENCTBUE

Aorosopa, HoO Ha camMoM Agesne XOTAT NONYyUYUTh

OOCTYMN K Bawemy JIM4HOMY KabuHeTy B CUCTEME
«focycnyrn» WAnM nnaateXHbIM CUCTeEMaM.

[Mono>knte TPYOKY U CBAXKUTECb C COTOBbIM
ornepartopom No odPunumnasibHOMy HOMepy TenedoHa.
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«MogkntouveHne gomodoHa>>: lNog Buaom npeacrtaBuTenein ynpasnsoueii KOMnaHnm
NN YCTAaHOBLLIVMKOB 4OMOMOHOB MOLIEHHUKN CBSA3bIBAOTCS C COOCTBEHHMKAMN KBApTUP
N NPOCSAT Ha3BaTb KOJ U3 CMC-COOOULLIEHUSA, KOTOPbIA SKOObI HY)XEH ANnsa noAKt4YeHns
KBapTMpbl K AOMOGOHY. Ha camom gene Koa 06bIYHO MPUXOANT OT CUCTEMbI «lOCyCcnyrmn»,
B KOTOPYH 3/10YMbIL/IEHHUKW NbITAOTCA nonacTb. Mono>kute TPpyOKY 1N CBS>XKUTECH

c npeactaBuTenem YK namyctaHOBLIMKOM Ballero gomogoHa no opumumasibHoOMy
HOMepY, YTOUHUTE y coceneii, 3BOHUAUN 1N UM.

HUWKOIFOA HUKOMY HE COOBLLAMNTE KOAb
N3 CMC-COOBLEHUN AN APYTYHO MEPCOHAJIbHYIO
MH®OPMALUIO. EC/IN KTO-TO HAUMHAET 3AMNPALLMBATL
3TY MH®POPMALUWK, HEMEA/TEHHO MPEPLIBANTE PA3IOBOP.

NMPN3HAKNN OBMAHA T10 TEJIE®POHY:

Bac ToponAaTt, ncnonb3yoT dpasbl 'CpoyHo!"', ""VHaue 3ab/10Knpyem Kapty!",
""BpemMsa orpaHmnyeHo™.

He pgaroT Bam nonoXXuTtb TpyoOKy, AaBAT Ha Bac, nepe3BaHMBalT C pa3HbIX HOMEPOB.

[MpocAT nepeBecTn AeHbINM Ha HEN3BECTHbIN (6e3onacHbIN) cYeT NN CoobLWNTb
KOH(unaeHymnanbHy nMHpopmauuto (naponn, Koabl).

OTckaHunpyinte QR-Koabl, N MOCMOTPUTE POSIMK BaHKa Poccunm ¢ TUNMUYHBLIMIN
cxemMmamMm MOLLUEHHUMKOB cCbiJilka Ha ponnk Ub P®d:



EKATEPNHBYPI
rMoPOO monoae>ku

opugnyeckas kKomnaHus

12 MHTEPHET-MOLWUEHHWYECTBO:

denkoBble canTbl baHkoB, Tocycnyr (UWMHI): MOWEeHHUKN co34atoT noanesibHble
camTbl U NPUNOXKEHNSA, KOTOPble BU3yas/iIbHO OYEHb NMOXOXWM Ha HacTodAuwwme. Takmm obpasom
MOLWEHHMKWN MbITAalOTCA BbIMAaHUTb BallM /IOTUHbI, NApoO/sin N APYryo KoOHQUaeHunanbHYH
MHopMayumnio, KOTOPYH Bbl BBOAUTE MPU BXOAe B /IMYHble KabMHETbl MPUTOXXEHUN

N canTtoB. He ckaumBamTe NMpPUIO>KEHNA C HEMPOBEPEHHbLIX Pecypcos.

MNoanenbHble MHTEPHET-Mara3mHbl: ToBap Ha caiTe npeacTaB/eH, LeHa
npuBnekKaTtesnbHas, HO NMocse onsiatbl Bbl HNYET0 He nonydaete. MarasuH mcuyesaerT,
a cBsi3aTbCA C HUM HEBO3MOXXHO. CoBepLuaiiTe NMoKyrnkm B MHTEPHETE TOJIbKO Ha
MPOBEPEHHbIX caiTax U B NMPOBEPEHHbIX MHTEPHET-MarasmHax

O6palieHne oT Nnua pykoBoacTBa: Hepe3 mecceHa)kep ¢ BaMun CBA3blBaeTCs AKOObI
BalWl pykoBoauTenb (HaYanbHUK, ANPEKTOp, PEKTOP U T.4.). B npounne moweHHUKa,
Kak npasunio, ncnonblyetcd opunymnanbHoe goto n PO, uToObLI Bbi3BaTh AOBEPUE.
Bac npeaynpexaakT O NPeACTOSLWEN NPOBEPKE CO CTOPOHbLI NPOKypaTypbl, HA/10roBowu
NN APYrnx KOHTpoOAupyrLwmx opraHos. [lanee coobuiaeTcs, UTO C BaMu CBAXETCH
COTPYAHUK 3TOWN CNY>XXObl UTOObLI 3aaTb «Ba)XKHble BOMPOCHI>».

[MTocnie 3Toro o6bIYHO cneayeT 3BOHOK, B KOTOPOM (1

MOLWEeHHUNKN, BblaaBasa ceba 3a

npeacTtaBuUTesienn CUIOBbLIX NN

KOHTPO/IbHbIX CTPYKTYP, MbITAOTCH

BbIMAHUTb KOHJQMAEHUMASIbHYIO

MHPopMaUNIO NN AEHbIN.

Bnokmnpymrte mkeH4asribHUKa

N He oTBeyanTe Ha He3HaKOMble

HOoMepa.

Name Surname
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O6maH Ha Avito/HOone (n gpyrmnx nnouwagkax oobaBieHNN): OObIYHO €ro UCNosib3ykoT
MPU NMOKYMNKe Kakon-TO Belln C PYK. 3/TIOYMbILWIIEHHUK HaxXxoAnT Ha 3TUX nsartdopmax
00bABNEHUA O NpoAake Kakon-To Belwu, n obpaujaeTca K npogasly no asTomy BOMpocCy.
UTOObLI MOCMOTPETbL Bellb, 3/1I0YMbILW/TEHHNUK NMPOCUT CO3BOHUTLCA MO BUAEOCBA3U, HO

BO BpeMsa 3BOHKAa Yy Hero aKo0Obl c/iydarlTCcAa Kakme-To TeXHUYeckue Henonaakum. Ytobsl
060NTU UX, OH MPOCUT cobeceaHNKa BKJ/IIOUYNTb AEMOHCTpPaLU o 3KpaHa. B 3To Bpem4
MOLUEHHUK MOXEeT, HanpumMmep, nbiTaTbCs 3aMTU B Ball MHTEPHET-0AHK UM aKKayHT

B cucteme «locycnyrm», nosaTomy Bam Ha TenedoH NpuaET cMc-coobOLUleHne C KOAOM

ONAa BXoda UM CMEeHbI Naposiad, KOTOPbIA 3/T0YMbILIJIEHHUK X04YeT YBUAETb N UCMO/Mb30BaThb.
He BK/OUanTe AeMOHCTpaLunio aKpaHa B pa3roBopax ¢ He3HAaKOMbIMU TIOAbMI.

NPN3HAKM OBMAHA B NNIHTEPHETE:

Apgpec canta 6e3 HTTPS (3aWunueHHOoro
npoToKoa).

KoHTaKTHasa MHMopmauna ToNbKO Yyepes
mecceHaXepbl (Telegram, WhatsApp),
OTCyTCTBUE TesniepoHa 1 hn3nveckKoro agpeca. K3

CAMWKOM BbIFrogHasa UeHa, KoTopas C,

3HAUNTENNbHO HMXe pbIHOYHON (Hanpumep,
"iIPhone 3a 5000 py6.").

13 YIT'PO3bl >XN3HU N1 340POBbLIO

MOLWEHHNKWN 3anyrmBalT XXEePTB yrpo3amMmuy pacnpasbl, MPUCbINAOT INYHbIE AaHHbIE,
doTo AoMa unm paboTbl, co34alT ANNPENKN C «3axXBaUYe€HHbIMU» POACTBEHHUKaMWU
(Hanpumep, n3 30HbI CBO). Llenb - gaBneHmne n BbiMoraTesnbCTBO.

[pynnbl pUcKa: NeHCUOoHEePbl, CEMbW BOEHHbLIX, HecoBepLlweHHoNeTHNe. NNHorpga

XXEepPTB 3acTaBNAKT YATU M3 goMa U 060pBaThb CBSA3b C POAHbLIMU, UTOObLI co3aaThb
NOMONMHNUTENbHBLIN pblyar AaBneHUs.

Ba>kHO MOMHUTb, YTO 3TO 6/1e - Yalle BCEero 3/10yMbllU/IEHHUKN AENCTBYIOT
n3-3a rpaHnubl U HE MOTYT MPUUYUNHUTL pPeaslbHOro Bpega CBOUM XXepTBaM.
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2. KAK SALLNTNTBbCA?
21 SAWLNNTA OT TEJIEPOHHbBIX MOLLEHHNKOB:

MpaBnno 1I: Hnkorga He Ha3biBanTe
KOAbl N3 CMC-COOOUWEeHUN, Naposin U ApYyryto
KOH(PpunageHumnanbHy MHpopmMmauunio no tenedoHy.

MpaBwnio 2: Nepe3BaHnBanTe TOJbO
Ha opnumnanbHble HOMepa 6aHKOB, yKa3aHHble
Ha Balwlen KapTe nam opunuymnanbHOM caunTe.

I_I paB v iale) 3: YCTaH oBuUTe n p Na0>XKeHme https://lyandex.ru/yandexapp/kz/ru?yqrid=5W9oldw9Jnr
ONA 6J'IOKI/IpOBKI/I crnmaMm-HOMeEpPOB. Hanpumep
oT AHAeKC

MpaBunno 4: 1o BO3MOXXHOCTU He oTBeydaunTe
Ha 3BOHKWN C HE3HaKOMbIX HOMEpPOB.

2.2. NHTEPHET-BE3OITACHOCTb:

NMpaBuno 1: He nepexoanTte No NoAo03pUTENIbHbIM CCbIJZIKAM, OCO6EHHO MO/TYYEHHbIM
OT HE3HAKOMbIX NtoAein NI B cnam-paccbisikax.

[MpaBunio 2: BkAunte ABYXMPaKTOPHYIO ayTEHTUMKALMIO HA BCEX BaXXHbIX aKKayHTax
(baHKKn, couceTn, noyTa).dTO 06ecneynT AOMNO/THUTESNIbHbIN YPOBEHb 3allNThI.

MNpaBnno 3: NMokynariTe TOBapbl TO/ILKO HAa MPOBEPEHHbIX Mowaakax ny HaaeXHbIX
npoaaBuoB. O6pallaiTe BHUMaHMUE Ha OT3bIBbl U PENTUHT npogaBua. OTcyTcTBUE

OT3bIBOB — 3TO MOA03PUTENbHbLIN MapKep.
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4 WAT A, ECJTIN1 BAM 3BOHAT HESHAKOMUbI
N HAHNHAKOT HA BAC JABUTb MUTO-TO TPEBOBATD

He naHunkymnTte: CoxpaHainTe CNOKOWCTBUE, AaXxe
eCc/in Bac nbiTarTca 3anyratb. UTob6bl cnpaBuUTbCA
CO CTpaxoM npeacrtaBbTe, UTO MOLWEHHUK TOBOPUT
CMELIHbLIM ro/1I0COM WUN CUANT HA TOM KOHLe

npoBoga 6e3 oaeXxabl.

[MTono>knte TpyoKy: He npoaokante pasrosop
C MOWEeHHUKamMun, He 6oMTeCb NOMOXUTb TPYOKY,

HUKTO BaC 3a 3TO HE HaKaXXeT.

[Mepe3BOHUNTE B ObaHK: YoeaunTecb, UTO BCe B nNopsake
C BaWwWunM 6aHKOBCKUM CYETOM, UCNOJIb3ys opnumanbHbIW

HoOMep OaHKa, a iydlle Nnpuante B OTAE/IEHUE NTNYHO.

[TpoBepbTE onepaunn B NMNPUIO>KEHUN. Ecnn Bbl BCe Xe
coobW MM KakKy-To nH(opmMmauno, NPoBEPbLTE UCTOPUID
onepaunm B MOOMUMBHOM MPUIOXKEHNN BaHKa U cooblwunTe

O Npobneme B 6aHK Mo opmuUmnaribHOMY HOMepPY.
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UTO AENATb, EC/ZI1 BAC OBMAHY/1N?
CPOYHBbIE AENCTBUA:

HemepnneHHO No3BOHUTE B 6aHK N 3aB6/10KUPYNTE KapTy,
4TOObI NpeaoTBpPaTUTbL Aa/lbHeWllee cnUucaHMe cpeacTs.
DN w Y
N OTckaHnpyunte QR-Kkoa,
} uTO6bI Y3HaTb, Kak ObICTPO
3ab6/10KMpoBaTtThb Kapty

CoobuwmTte B 6aHK O MOLLUEHHNYECKON onepaLlnn.
B HEKOTOPbLIX criydyasaX 6aHK MOXeT BEPHYTb YKPaJeHHble
nenbrn (npoueaypa 4vyapaxo3k).

MNopariTe 3asiB/1eHME B NOJNLUUNIO. OTO MOXXHO cAenaTtb OHalH

3&x3pn0é OTCcKaHupyiTe QR-kog,
4TO6bI NoJaTh 3asiB/IeHUEe

_ B MB/l oHnanH
oW NblLU *
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[ haBHOE npaBwn/10: He cnewnTe! MowWeHHUKN nrparT Ha BallnX
amounmax (crtpax, XKaaHoCTb, AoBepune). Bcerga npoBepsanTe
MHopmMauunio, npexxae 4em coBepllaTtb Kakme-amMbo AencTBus.

https://safety.iz.ru/kak-po-stsenariyu?yqrid=ElujimZAwR3

OT1ckaHupyunte QR-KoA,
4TOObI NPOBEPUTbL CBOKO FPaMOTHOCTb
B BOMpocax MolleHHM4YecTBa

TEJIEPOHDbI INMOA4AAOEP>XKW:

[[naBHOe ynpaBneHne MMHMcCTepcTteBa BHYTPEHHUX
nen Poccum no CeBepanoBckon obnactn — (343) 358-71-61,
(343) 358-70-71 (TenedoH noBepna)

YnpaBneHne deanepasibHOM CNy>XObI
be3onacHocTn Poccum no CBepanoBcKonW obnacTtum
(343) 371-37-51 (TenedoH goBepuns)

https://cbr.ru/inside/warning-list?ygrid=u9ckxyMfyms

CAUNTDI:

LIB P® - cnncokK HeserasibHbIX KOMMNaHU



